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Policy on Information Security
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To ensure the security of computer systems and data and better manage the IT resources

and communication system, policies and procedures are formulated to safeguard for the
use of computer files, emails and any other forms used to store, transmit and process

information.
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It applies to all Executive Committee members, Committee Members, and staff
irrespective of their terms of employment, i.e., including short-term contract or part-

time staff, members, athletes, coaches, and umpires.
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The following activities shall not be conducted:
B CRERE NTEUHERER Accessing computers without authorization ;
B USRS Ak EEE(HEHER Accessing computer with criminal or
dishonest intent ;
B A ERIEON A E S F BB Criminal damage such as
destroying webpages or spreading computer viruses ;
B R Ry R 4 4% & JR Accessing network resources without
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authorization ;

W OOF R FE AL B E M M N RR 5R F0 % 8% Cracking, stealing or
misappropriating other people’s accounts and passwords ; 1 and

B A IEEE GBS NI EE M AR P %S Disclosing other
people’s accounts and passwords without proper reasons °

- REIRFEEC T EEEER
Accessing or downloading pornographic materials is strictly prohibited.
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It is prohibited to produce, access, download or forward offensive, immoral,

discriminatory or insulting data, or to make any vulgar remarks, suggestions or



comments that may embarrass or humiliate members of the Association or any third
party.
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The Association’s resources and time at work are reserved for the operation of the
Association. Using computer for any private or commercial purposes, such as
accessing chat rooms, playing games or similar activities during working hours is
not allowed. Browsing non-business-related websites should be minimized to
prevent internal bandwidth congestion.
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Spreading computer viruses and other interference or destruction programmes on
the Internet or on other people's computers are not allowed.
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Use of P2P transmission software to share and download files is not recommended.
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External storage media (e.g., USB) and files from unknown sources must not be
used unless they have been checked and cleared of all virus and malicious code
infections.
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Do not download or execute any programmes or software when using the Internet
unless approved by responsible person.
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Do not upload any information related to the Association to external website

without proper authorization.
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All desktops and laptops should be set up with an account password. Rules of

password setting are suggested as follows:

B EHREEERD 8 [H¥ Tk EVEFEEREFR - —ENEFRE
B —(ER R /55597 Length of the password shall be at least 8
characters long. It should include at least one upper case, one lower case letter,
number and a special character/symbol ;

B FEBIVEERSEDL TR MEFEE The changed password must not be
the same as the previous one ;
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password ~ qwerty ) Avoid using password that are easy to be decrypted (e.g.,

initials, birthdays), or common words (e.g., password, qwerty) ; 1 and



W OB D — RV TR B EAE R T REEE I Avoid
using a series of consecutive letters on keyboard or using repeated letters or
numbers °
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Do not connect your office device to unreliable or unknown wireless network.
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All staff should take proper care of their office devices, such as desktops, laptops
and mobiles, etc., especially when travelling. In case where the device is unattended,
device owner shall use proper security tool (e.g., a laptop security lock) to keep it
safe.
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The Association shall ensure information system is protected from threats by
installing Anti-virus and Firewall Systems. If a computer virus infection is
suspected, the user must stop using the computer immediately and report the issue
to the IT staff.

& e BT e B HE AN S GRS T B ER AR TR - R
ﬂé‘@ - ERRER LSS - HIREENZ 2Bl ENIRET - LIEHVEENZ 2R

RS TTE

The Association shall conduct regular security risk assessments and internal
compliance audit, including reviews on information system updated, vulnerabilities
repairs, patch installations, authority management and security configurations, to
identify potential security breaches and seek resolutions.
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Do not place items such as drinks and small stationery near the computer so as to
minimize the risk of damaging the device.
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User should keep the office device safe by using security tools such as an access
password.
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The practice of switching off the computer before leaving the workplace should be
adopted
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Do not disassemble or modify any office device.
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A report should promptly be made if the device or data is lost, stolen and crashed.
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Be aware of phishing emails. Do not access any suspicious links or extract
suspicious attachments. Do not forward or reply to suspicious emails but timely
delete them and report to the IT staff.
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The communication account shall only be available to the authorized person and

any form of account sharing is not allowed.
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Users shall perform regular back-up on work-related data and information.
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Confidential or sensitive data should be physically isolated, in particular, from

external networks.
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The Association shall enable encryption options (if any) when backing up sensitive

and confidential information/data.
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Only licensed software can be installed to office’s device in compliance with license

agreement.
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Any information security incident shall be reported immediately to the IT staff for

prompt assistance.
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The Association should ensure that all staff are apprised of the requirements outlined in
these policies and arrange briefings/training to enhance their awareness on information

security.

sl 2 {Z2] Review and Revision
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The Association will review and, where necessary, revise this Policy and the related

measures from time to time to ensure their effectiveness and compliance with prevailing

legislation, regulatory requirements and best practices.
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